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Abstract: The main objective of this paper is to draw attention to the scientific 

approach to reliability and safety of industrial systems, promoted by Mirce 

Mechanics, which is the way forward for the accurate predictions to be made by 

design engineers regarding the motion of functionability through their in-service 

lives.  For that to happen scientific understanding of the mechanisms that cause 

occurrences of negative functionability events of the industrial systems by 

surrounding natural environment are required. Then and only then, accurate and 

meaningful reliability and safety predictions become possible, which will ultimately 

lead to their reduction during the life of industrial systems. This paper focuses on 

the scientific understandings of the space weather phenomena as mechanisms of 

the motion of functionability through the life of systems like power networks, 

aviation, satellite services, pipelines, digital control systems and similar. 
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1 INTRODUCTION  
Earth weather, manifested through physical 

phenomena like wind, snow and rain, has significant 

terrestrial impacts on the functionabilit1 of industrial 

systems.  Physical causes of these metrological 

phenomena are reasonably well understood and 

included in reliability analysis of majority of 

engineering systems.   

Space weather, manifested through physical 

phenomena like evolving ambient plasma, magnetic 

fields, radiation, particle flows in space, has 

significant impact on the functionability of 

industrial systems. The effects of space weather are 

                                                           
1Functionability, ability to function in time, concept introduced 

in the book Reliability, Maintainability and Supportability, J. 

Knezevic, McGraw Hill, London, 1993, ISBN 0-07-707691-5. 

observed in the interruption or degradation of 

functionality and performance of space related 

systems during their lifetimes. In addition, increased 

radiation due to pace weather may lead to increased 

health risks for astronauts participating in manned 

space missions. The aviation sector may also 

experience damage to aircraft electronics and 

slightly increased radiation doses at aircraft altitude 

during large space weather events. Space weather 

effects on ground can include damage and 

disruption to power distribution networks, increased 

pipeline corrosion and degradation of radio 

communications. Collateral effects of longer-term 

outage would likely include, for example, disruption 

of the transportation, communication, banking, and 

finance systems, and government services; the 

breakdown of the distribution of potable water 

http://www.aspbs.com/aiem/
mailto:JK@mirceakademy.com
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owing to pump failure; and the loss of perishable 

foods and medications because of lack of 

refrigeration.  

British Government considers space weather as the 

forth most significant risk factor for the public 

safety, after human diseases, flooding and volcanic 

eruptions [1]. However, space weather science is a 

relatively young field and its impacts upon modern 

society have only recently come in to the fore as our 

dependence on technologies vulnerable to solar 

phenomena increases. Therefore, significant 

research efforts are made to better understand 

potential impacts of a severe space weather event. 

In particular, the Department of Energy and Climate 

Change, National Grid and others in the energy 

sector are working closely to clarify the potential 

impacts of a severe event on electricity assets and 

networks [2]. 

In Spain, various institutions have long been 

studying and analysing the phenomenon of space 

weather, the way it repeats itself, the areas of the 

planet that may be most affected, as well as 

developing various measures to mitigate and 

respond to the consequences that may result from 

this phenomenon. 

(http://www.proteccioncivil.org/en/clima-espacial) 

The main challenge of in-service operation of any 

industrial system is the true understanding of the 

impact of the environment that surrounds them. The 

reliability and safety of their operation are 

influenced by a multitude of different factors 

extending from the Earth’s atmosphere to the far 

reaches of space beyond our own galaxy. In order to 

determine the probabilities of occurrence and the 

resultant functionability events and their impact on 

the motion of functionability through the life of 

industrial systems, Mirce Mechanics methods are 

requiring a full understanding of the mechanisms 

that generate these environmental phenomena [3]. 

Consequently, the main objective of this paper is to 

draw attention to the scientific approach to 

reliability and safety analysis promoted by Mirce 

Mechanics, of the future industrial systems whose 

in-service performance is affected by the space 

weather, to enable accurate predictions of the 

occurrences of negative functionability events to be 

made. Only then, meaningful reliability and safety 

engineering actions could be taken towards 

reduction of the probability of occurrences of 

negative functionability events during the life of 

aviation, communication, power distribution and 

other, space weather, affected systems.  

2 SCIENTIFIC PRINCIPLES OF 
MIRCE MECHANICS 
Mirce Mechanics: is a scientific theory of the 

motion of functionability through the life of 

industrial systems. Its axioms, mathematical 

formulas, rules and methods enable accurate 

predictions of a system’s measurable 

functionability performance characteristics like 

reliability, availability, punctuality and others to be 

made with probabilistic regularity [3]. 

According to Mirce Mechanics the motion is the 

change of a state of a industrial system in relation 

to functionability, in respect to time.  All physical 

phenomena that cause the motion of a system from 

the positive to negative functionability states are 

known as negative functionability events, NFE. 

Mechanisms that generate negative functionability 

events belong to the following categories:  

 Excessive stress mechanisms, where acting 

in-service stresses, generated by mechanical, 

electrical, thermal, radiation, chemical and 

other types of energy, exceed that strength of 

components and systems subjected, resulting 

from phenomena like foreign object damage 

(birds, hail, rain, snow), lightening, abuse  by 

operator (pilots, driver and user errors), single 

event upset and similar. 

 Cumulative stress mechanisms, where 

acting in-service stresses, generated by 

mechanical, electrical, thermal, radiation, 

chemical and other type of energy, are 

accumulated through in-service processes like, 

corrosion, fatigue, creep, wear and similar.  

 Inherent stress mechanisms, where acting 

in-service stresses, generated by mechanical, 

electrical, thermal, radiation, chemical and 

other types of energy, have been introduced 

into system prior to the operation process 

through activates associated with   

manufacturing, transportation, maintenance, 

storage and similar processes.   

Hence, to understand the mechanisms that generate 

negative functionability events, at the MIRCE 

Akademy in UK, thousands of components, 

modules and assemblies  of  systems in defence, 

aerospace, transportation, motorsport, nuclear, 

communication and other industries, had been 

studied, since 1999. (www.mirceakademy.com). 

These studies have lead to the formulation of the 1st 

Axiom of Mirce Mechanics, which states, “The 

probability of occurrence of a negative 

functionability event at any instant of time is 

greater than zero” [4].  Thus, in this paper physical 
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phenomena named as space weather are considered 

as mechanisms that generate sufficient amount of 

energy to generate a negative functionability event 

that causes the motion of a system from positive to 

negative functionability state.  

3 IMPACT OF SOLAR EFFECTS ON 
THE EARTH’S ENVIRONMENT 
The Sun is not a steady-state star. It continuously 

undergoes changes, which sometimes could be 

extremely violent. These changes are transferred by 

the solar wind to the Earth and disturb its magnetic 

field. The regular changes in the level of solar 

activity over long-periods are known as the solar 

cycle. The duration of the solar cycle varies 

between 9.5 and 11 years. Usually, solar activity is 

measured by the number of sunspots on the solar 

surface.  The solar cycle is also seen in the number 

and strength of the solar flares, which are resulting 

from tremendous explosions in a localized region on 

the Sun. In a matter of just a few minutes they heat 

material to many millions of degrees [5]. 

Thus, Earth does not float in empty and quiet space, 

but is immersed in the escaping outer atmosphere of 

the Sun.  This "solar wind" consists of ionized 

particles, mostly protons and electrons with a small 

admixture of helium ions. The density of solar wind 

is low, about 10 particles per cc. Solar wind also 

carries the Sun’s magnetic field, which at the 

Earth’s orbit has strength of only a few nT.  The 

wind speed at the Earth’s orbit is about 450 km/s or 

more. On its way the solar wind encounters the 

Earth’s magnetic field, which deflects the particles 

and shields the Earth from the direct effects of the 

solar wind. 

In the absence of solar wind the geomagnetic field 

can be approximated by a dipole field with an axis 

tilted about 11 degrees from the spin axis. The force 

of the solar wind modifies this field, creating a 

cavity called the magnetosphere. The boundary 

between the geomagnetic field and solar wind, the 

magnetopause, is located at a distance of about 10 

Earth’s radii from the Earth’s centre, but can move 

closer during high solar activity periods. In the anti-

sunward direction the magnetosphere is extended 

into a long tail, of the length approximately 80 

times of Earth’s radii, filled with magnetic field 

lines that connect to the polar regions of the Earth. 

At the low-altitude limit, the magnetosphere ends at 

the ionosphere. The magnetosphere is filled with 

plasma that originates both from the ionosphere and 

the solar wind [6]. 

 
 

4 THE CONCEPT OF SPACE 
WEATHER 
Space weather term refers to the environmental 

conditions in Earth's magnetosphere, ionosphere 

and thermosphere due to the Sun and the solar wind 

can influence the functioning and reliability of 

space-borne and ground-based systems and services 

or endanger property or human health.  Space 

weather deals with phenomena involving ambient 

plasma, magnetic fields, radiation, particle flows in 

space and how these phenomena may influence man 

made systems.  In addition to the Sun, non-solar 

sources such as galactic cosmic rays can be 

considered as space weather since they alter space 

environment conditions near the Earth. 

The Sun has a major influence on the radiation 

environment at aircraft altitudes and on the Earth’s 

surface.  This section will review the impact of 

space weather on the avionics radiation 

environment and discuss each of the components 

that make up a solar storm.   

The three constituent elements of a solar storm and 

their resultant space weather manifestations are 

shown in Table 1. The largest solar storms typically 

generate all three components whereas less 

powerful storms may not [5]. 

Table 1. Space weather constituents 

Solar Storm Components Space Weather Effects 

Solar Flares Intense EM Burst 

Solar Photon Event Ground level Events 

Coronal Mass Ejection Geomagnetic Storm 

Solar flares are magnetically initiated explosions 

that occur at or near the surface of the Sun that 

release intense bursts of electro-magnetic radiation 

in the form of x-rays, ultraviolet and radio 

emissions that can cause disruptions to the Earth’s 

ionosphere leading to radio and communications 

interference.   

Geomagnetic storms are large disturbances in the 

Earth’s magnetic field caused by changes in the 

solar wind and interplanetary magnetic field (IMF) 

structure. These changes in the solar wind arise 

from disturbances on the Sun, such as in powerful 

coronal mass ejections (CMEs). Their effect can be 

felt for a number of days. With the right magnetic 

configuration, increases in solar wind speed and 

density, large amounts of energy can be transferred 

into the Earth's geomagnetic system. The ability to 

predict the magnetic orientation of CMEs as they 

leave the Sun's surface and the time taken to travel 

to the Earth are key to improving space weather 

forecasts. 
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Finally to provide an appreciation of the temporal 

characteristics of the Sun’s effects on the radiation 

environment, the differences between the arrival 

times of each solar storm component will be 

addressed. Hence: 

 X-Rays and radio waves travel from the Sun at 

the same speed as visible light, hence they take 

approximately 8 minutes to reach Earth.   

 The speed of protons during SPEs is 

dependent on energy level and therefore 

typically takes between 15 minutes to a few 

hrs to generate atmospheric and ground level 

particle enhancements. 

 The solar plasma cloud of CMEs takes 

between 2 and 4 days to impact the Earth’s 

geomagnetic field and generate a geomagnetic 

storm that may take several days or even 

weeks to recover. 

The Earth’s magnetic field or magnetosphere is the 

first line of protection against energetic primary 

cosmic rays from space and is composed of 

electrons plus free ions held in place by magnetic 

and electric forces.  This magnetic field surrounding 

the Earth acts on incoming charged particles like a 

shield directing particles below a threshold energy 

level along the magnetic lines of force towards the 

Polar Regions. 

As a result, for each point in the magnetosphere 

there exists a minimum energy level for a particle 

with a vertical trajectory to create cascade of 

particles that will reach sea level.  This energy level 

is defined as a point’s geomagnetic rigidity or cut-

off.   For particles with a non-vertical trajectory a 

higher energy level is required for the same location.  

Due to the nature and shape of the Earth’s 

magnetosphere the values of geomagnetic cut-off 

value vary significantly with different latitudes, 

highest at the equator, approximately 15 GeV, 

reducing to less than 1 GeV at the poles.  Cut-off 

values also vary with longitude but this affect is 

much less pronounced than the latitude variation [7]. 

4.1 Measuring the Impact of Space Weather 

Different aspects of space weather have a variety of 

impacts on mankind and our technology. There are 

world-wide accepted methods for the classification 

of space weather conditions that are used to 

communicate the impact on people and technical 

systems. These are numbered scales similar to those 

used to describe hurricanes or earthquakes. They 

describe the level of disturbance and possible 

impacts for three types of space weather by the 

following three scales: 

 Radio blackouts, R scale that quantifies 

disturbances of the ionosphere caused by X-

ray emissions from the Sun 

 Geomagnetic storms, G scale that quantifies 

disturbances in the geomagnetic field caused 

by gusts in the solar wind that blows by Earth 

 Solar radiation storms,  S scale that signifies 

elevated levels of radiation that occur when 

the numbers of energetic particles increase 

Each scale provides lists of possible effects seen 

with each category of activity, the physical measure 

that determines the category of an event, and a 

climatological assessment that explains how often it 

can be expected to see events of each magnitude 

during a solar cycle.  

The level of impact is dependent on the 

technological systems in service which vary widely 

across the globe. For example the UK power grid 

has much shorter and more highly connected 

transmission lines than those in North America so it 

is less susceptible to space weather.  

5 RELIABILITY SIGNIFICANT 
SPACE WEATHER EVENTS OF THE 
PAST 
Space weather events have always occurred, but as 

the biggest impacts are arguably on technology 

driven systems, it is only in modern times that our 

attention is drown toward their susceptible threat. 

Different systems across the globe are exposed to 

varying levels of risk depending on their technical 

design, location and the type of space weather they 

are susceptible to. It is a reliability engineering 

challenge to ensure that future systems are designed 

with appropriate provisions to minimise the risk 

posed by space weather. 

5.1 The 1859 Geomagnetic Storm 

During the 1st and 2nd of September 1859, the Sun 

ejected a record-breaking coronal mass ejection of 

highly charged gases and plasma that may have 

weighed as much as a billion tons. Travelling 

through the solar system at several million miles per 

hour, it eventually collided with the Earth's 

magnetosphere that temporarily went into a state 

known as a geomagnetic storm.  The physical 

manifestation of this event was that skies were set 

ablaze all over the world with multi-colour auroras 

that reached as far south as Cuba and El Salvador, 

and blew out global telegraph systems, the highest-

tech communication devices of the day. The spark 
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discharged shock telegraph operators and set 

telegraph papers a light. Even when telegraph 

operators disconnected the batteries powering the 

lines electric current still in the wires allows 

messages to be distributed.  

This specific geomagnetic storm was named as the 

Carrington Storm, after the British astronomer 

Richard Carrington who observed the ejected 

plasma cloud from the Sun, which took 18 hours to 

travel to the Earth.  It was the largest geomagnetic 

storm ever recorded; the havoc it unleashed 

provided a preview of what would happen if today a 

Carrington-like storm were to hit our technology-

dependent society. In fact, according to a report by 

the National Academy of Sciences of USA, a 

contemporary Carrington-like storm could trigger 

cascading catastrophes, including melted 

transformers that could shut down large, 

interconnected power grids, power outages affecting 

as many as 130 million people, backed-up sewage 

systems, the failure of electronic transportation 

systems, and the collapse of systems used to 

distribute drinking water, food, medicines and fuel. 

However, a geomagnetic storm does not even have 

to reach Carrington's record-breaking strength to 

cause serious damage. In recent years, weaker 

geomagnetic storms have damaged technological 

systems like satellites, increased the radiation 

exposure of astronauts, disrupted communication 

and navigation systems and knocked out power to 

large populations. 

5.2 The 1989 Geomagnetic Storm 

On the 13th March 1989 the east-central province of 

Canada, known as Quebec, has experienced 

geomagnetic storm. It has a devastating affect on 

the functionability of the electrical power 

distribution systems that caused transformer 

saturation, which reduced or distorted voltage. 

Power supply systems with long lines and static 

compensators are particularly sensitive to such 

natural phenomena. Quebec utility's experts noted a 

correlation between the exceptional intensity of the 

geomagnetic storm and the tripping of several static 

compensators, at Chibougamau and La Verendrye 

substations. Immediately after this event took place 

records show voltage oscillations and power-swings 

increase until the lines from James Bay failed. 

Within seconds, the whole grid lost functionability. 

This negative functionability event was caused by 

the strongest geomagnetic storm ever recorded at 

this location. The storm, which resulted from a solar 

flare, tripped five lines from James Bay and caused 

a generation loss of 9,450 MW. With a load of some 

21,350 MW at that moment, the system was unable 

to withstand this sudden loss and failed to function 

within seconds.  The system-wide blackout resulted 

in a loss of some 19,400 MW in Quebec and 1,325 

MW of exports. An additional load of 625 MW was 

also being exported from generating stations 

isolated from the Hydro-Quebec system [7]. 

Consequently, the power supply system stayed in 

negative functionability state around nine hours. 

This can be explained by the fact that some of the 

essential equipment, particularly on the James Bay 

transmission network, was made unavailable by the 

blackout. Generation from isolated stations 

normally intended for export was made available to 

Quebec's needs and the utility purchased electricity 

from Ontario. By noon, the entire generating and 

transmission system was back in service, although 

17 percent of Quebec customers were still without 

electricity. In fact, several distribution-system 

failures occurred because of the high demand 

typical of Monday mornings, combined with the 

jump in heating load after several hours without 

power.  According to [3] the net cost of the "Quebec 

blackout" was estimated at 13.2 million Canadian 

dollars. In addition to that, the purchase of 

replacement power cost about 17 million dollars. 

5.3 Other Geomagnetic Storms on the Past 

Other significant space weather events have been 

recorded since then.  For example, a solar storm in 

2003 interrupted the operation of satellites and 

caused the GPS augmentation system used by the 

aviation sector to go offline for approximately a day.  

Records from solar storms in 1921 and 1960 

describe widespread radio disruption and impacts 

upon railway signalling and switching systems.  

6 ESTIMATED IMPACTS OF THE 
SPACE WEATHER ON SYSTEM 
FUNCTIONABILITY 
Many of the described phenomena associated with 

solar activity also have important practical 

consequences and must be taken into account in the 

design and operation of systems whose 

functionability trajectory is affected by them. For 

example geomagnetic storms, as described above, 

can cause rapid variations in the Earth's magnetic 

field which, in turn, induce an electric field in the 

Earth's surface, which is turn generate negative 

functionability events during in-service life of a 

large number technological systems that are 

exposed to these space weather phenomena.  Impact 

of space weather on several different categories of 

systems will be briefly examined below. 

6.1 Impact on Avionics 

Negative Functionability Event, known as a Single 

Event Effects, SEEs, have been the primary 
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radiation concern for avionics since the late 1980’s 

when the space weather phenomenon, which had 

previously only been observed in orbiting satellites, 

also began to appear in aircraft electronic systems 

[8]. 

The principal SEE affecting avionic devices is the 

Single Event Upset, SEU caused when a sole 

incident particle creates a charge disturbance of 

sufficient magnitude in a memory cell, flip-flop, 

latch or register to reverse or flip its currently stored 

data state.  Alternatively, in logic or support 

circuitry a transient voltage pulse can be generated 

that’s dependent on the right conditions can 

propagate through the logic of the device and 

become latched into a memory cell.  Voltage spikes 

on power supply lines and noise can also cause 

transient errors; however appropriate shielding and 

filtering design measures can suppress these types 

of disturbances [9]. 

Radiation can affect electronic devices as the 

consequence of a single energetic particle strike, 

termed "single event" or as multiple strikes over an 

extended period of time.  The effects due to 

multiple events, Total Ionisation Dose, TID, and 

displacement damage manifest gradually in 

electronic components as damage is accumulated 

over time.  These total dose effects and hard SEEs 

whilst relevant to electronic systems operating in 

the harsher space environment have a negligible 

effect on current semiconductor devices used in the 

terrestrial environment.  

The second most prevalent SEE is the Multiple Bit 

Upset, MBU, that occurs when a single particle 

causes the upset of two or more memory cells.  

Fortunately MBUs only form a fraction of the total 

number of SEUs, hence they have little significance 

except for memory architectures employing Error 

Detection and Correction, EDAC, techniques.  In 

these circumstances, dependent on the type of error 

correction technique employed, multiple bit errors 

could have significant consequences if the protected 

memory is used for flight or mission critical 

applications.  MBUs are generally assumed to 

attribute 3% of the total upset rate [7] although rates 

as high as 5% have been reported. 

Following MBU, Single Event Functional Interrupt, 

SEFI,  and Single Event Latch ups, SEL, account 

for the majority of the remaining proportion of 

SEEs affecting avionic devices.  SEFIs occur when 

an upset initiates an IC test mode or reset mode that 

causes the device to temporary loose functionality.  

SELs arise when an incident particle creates a 

charge disruption sufficient enough to effectively 

short circuit the device resulting in its permanent 

change of state or in some circumstances permanent 

damage if excessive current flows as a result of the 

latch-up.  

The last SEE of avionics relevance that can generate 

soft errors in the core logic of microprocessors and 

microcontrollers is the Single Event Transient, SET. 

They are transient and non-destructive in nature and 

are capable of producing a soft error, (i.e. the 

storage of an erroneous data value in registers, 

memories or latches) only if it is propagated 

through the logic pathways of the device.  This is 

dependent on the dynamic state of the logic at the 

time of the particle induced nodal voltage transition 

and the configuration of the logic pathways within 

the device.  If a soft error occurs normal system 

behaviour can be restored by resetting or rewriting 

the incorrect data [7]. 

Of all the forms of SEE, SEUs are the most 

prevalent in avionic electronic devices; Table 2 

illustrates the approximate distribution percentage 

values, between each type of SEE except SETs, for 

which no reliable data exists [7]. 

Table 2. Main SEE apportionments – avionics environment 

Single Effect Event Type Percentage 

Single Event Upset 90 % 

Multiple BIT Upset 5 % 

Single Event Functional Interrupt 3% 

Single Event Latchup 2% 

 

6.2 Radio Communication and Navigation 

Radio communication links on all frequencies are 

affected by space weather. Especially sensitive are 

kHz and MHz links because they rely on wave 

reflection from the ionosphere. Changes in electron 

density may cause degradation, or disruption of 

radio waves propagating within the ionosphere. 

Ionospheric irregularities may produce signal fading 

so strong that a signal loss is encountered.  

Broadband radio noise emitted by strong solar flares 

may interfere with a wanted signal making its 

detection impossible.  At high latitudes streams of 

high-energy particles could increase ionization 

causing enhanced absorption of radio waves and 

preventing radio communication. Such radio 

"blackouts" may last for many hours.  Likewise, 

radio waves at higher frequencies (hundreds of 

MHz and GHz) that penetrate the ionosphere and 

are used on satellite radio communication links and 

navigation systems are affected when solar activity 

causes sudden variations in the density of the 

ionosphere [6]. 
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For example, the Global Positioning System, GPS, 

uses signals from several satellites to measure the 

range to the satellites and determine the position of 

the receiver. Actually the range is determined from 

the propagation time between the transmitter and 

the receiver. This propagation time is dependent on 

the ionosphere electron density and therefore will 

change with solar activity. Use of dual-frequency 

GPS receivers can, to some extent, compensate for 

this effect. However, another ionospheric effect, 

scintillation or rapid fading of the amplitude and 

phase of the signal, can not be conquered so easily. 

Scintillation is caused by electron density 

irregularities that scatter and diffract radio waves. 

When the depth of fading exceeds a certain limit, 

the receiver fails to track the signal and the 

propagation time can not be measured. 

6.3 Satellite Industry 

For most of the time the Earth's magnetosphere 

shields satellites from the high energy radiation in 

space. During significant space weather events this 

shielding breaks down and geostationary satellites 

can become exposed and prone to damage. 

Electrostatic build up on and within the satellites 

can cause errors and component damage when it 

discharges. Solar energetic particles can degrade the 

satellite's solar panels reducing the life expectancy 

of the satellite; surface charging can damage the 

electronics and can also produce single event upset, 

which in turn cause errors within the computer 

systems.  

Forty seven satellites suffered temporary outages 

during the geomagnetic storm in October 2003 and 

two were damaged in 2012. Given the range of 

spacecraft in operation today the Royal Academy of 

Engineering in UK estimated 10% of the satellite 

fleet might suffer from a temporary outage during 

an extreme event [2]. 

Two Canadian telecommunications satellite spent 6 

months in a negative functionability state generating 

cost of $50 million to $70 million.  

Global Navigation Satellite Systems, GNSS, often 

known as Global Positioning Satellites, GPS, would 

also be impacted making such systems inoperable 

for a number of days. This will cause operational 

impacts to industries such as aviation and shipping 

but could also impact those which rely on GNSS for 

critical timing information.  

An extreme geomagnetic storm will also result in an 

expansion of the Earth's atmosphere which disrupts 

the orbit of satellites in a low Earth orbit degrading 

predictions of their position. It can take several days 

to reacquire positioning data and regain 

communication with the satellite. 

6.4 Radiation Hazards 

Normally, the atmosphere and magnetosphere 

protect us sufficiently well from solar high-energy 

radiation, but satellite operations, astronauts, and 

even passengers in commercial jets travelling at 

high altitudes are subject to elevated dosages of 

radiation.  

During severe magnetic storms, occurring on 

average 3 times per solar cycle, strong radiation 

affects computer memory chips causing loss of 

control, solar panels may be degraded, imaging 

equipment may be subject to noise, tracking 

instruments can loose orientation. At the same time, 

astronauts and aircraft passengers are exposed to the 

radiation equivalent of more than 10 chest x-rays. 

6.5 The Impact of Loss of HF Communication at 

High Altitude Routes 

During last two decade several airlines started using 

high latitude polar routes in the attempts to reduce 

the operational cost. However, communication on 

these routes is only possible by using High 

Frequency radio communication systems, which 

means that space weather could generate negative 

functionability events in the form of radio blackouts. 

Aircraft in flight would follow well established 

procedures for such a loss of communications but 

those yet to take off may be diverted to lower 

latitudes routes which may be longer and result is 

disruption to flight schedules.  For example in 

January 2005 United Airlines diverted 26 flights to 

less-than-optimum polar routes during several days 

of disturbed space weather. 

6.6 Pipelines 

A variable magnetic field can induce currents in 

long pipelines and surrounding soil. Under normal 

conditions, to protect against corrosion, the 

pipelines are equipped with special devices that 

keep the pipeline at a small negative potential with 

respect to the soil.  

During a magnetic storm this potential may increase 

above the safe value, the pipeline corrosion 

protection system fails, corrosion attacks the 

pipeline joints and its lifetime is reduced. In 

addition to that, possible leaks through the pipeline 

cracks may constitute a threat to the environment 

[10]. 

7 CONCLUSION 
The main objective of this paper was to demonstrate 

the necessity of addressing all physical mechanisms 

that lead to the transition of an industrial system 
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from positive to negative functionability state 

during its life. Commonly accepted approach of 

addressing the reliability and safety characteristics 

of any system in isolation from the investigation of 

the impact of the natural environment is not 

sufficient. Mirce Mechanics approach to reliability 

and safety has shown the necessity of considering 

impact of the operational environment on 

functionability trajectory of all industrial systems.  

In summary this paper states that reliability and 

safety considerations of a large number of modern 

industrial systems must include the full 

understanding of the impact of the space weather 

the motion of functionability through the large 

number technological systems. Then and only then, 

can accurate and meaningful reliability and safety 

predictions become possible, enabling the ultimate 

goal of reducing the probability of the occurrence of 

negative functionability events during the life of 

industrial systems like power networks, aviation, 

satellite services, pipelines, digital control sand 

many others.  
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